Capability Statement

Axiad is a mission-first ICAM company transforming traditional PKI and credential management
from infrastructure burden to strategic cloud capability. As the only FeEdRAMP® Moderate
authorized cloud CMS, it delivers phishing-resistant authentication while reducing costs through
PKlaaS and modern IdP integration.

Core Competencies

e  PKI Modernization: PKl-as-a-Service full Certificate Lifecycle Automation & Management
(issuance, renewal, revocation, etc)

e  Phishing-Resistant MFA: FIDO2, security keys (IDEMIA ID-one, Thales €Token, Yubico
YubiKeys, etc), smart cards, and certificate-based authentication

e  High Assurance PIV Derived Credentials

e Interim / Temporary PIV-Compatible Solutions

e  Deployment Flexibility: On-prem, hybrid, or cloud-native (FedRAMP ATO) with support for
air gapped & critical infrastructure deployments

e  Secure Interoperability with IAMs such as Microsoft, Okta, Ping, ForgeRock, and legacy
ICAM stacks. Native support for Windows, MacOS, Linux, VPN, and VDI.

e Compliance Alignment: EO14028, OMB M-22-09, CISA Zero Trust Maturity Model 2.0,
NIST SP 800-63-4, FIPS 201-3, DODI 8500.01 & 8520.04

Differentiators Past Performance

e  Centers for Disease Control and Prevention (CDC) - PIV

FedRAMP Authorized: Axiad Conductor i d
N Hehonzed: Axiad LONducior 5 approve alternative deployment for remote personnel (FedRAMP® Sponsor)

at the Moderate Impact Level, reducing ATO barriers
and ensuring compliance readiness. e U.S. Patent and Trademark Office (USPTO) - Lifecycle support

Unified Credential Management: Integrates all ) )

authenticator types across OS, IdPs, and remote e  Department of Energy - Savannah River Site (DOE SRS) -
endpoints. Credential management at scale

Turnkey Deployment Bundles: Fast-track e  Walter Reed National Military Medical Center (WRNMMC) -
implementation with templated Zero Trust bundles Non-PIV secure access enablement

aligned to federal mandates.

FedRAMP Authorized cloud-native Deployment:
PKlaaS eliminates infrastructure and dedicated HSM
costs and complexity Procurement

Air-Gapped Capability: Deployed in isolated OT and Contract Vehicles: GSA MAS via Carahsoft, NASA SEWP,
SCADA environments for critical infrastructure and StateRAMP, CDM
classified systems. DUNS number: 05-412-9962

Support for Non-PIV Users: Enables secure ek MGKAB.33LAC.236
authentication for short-term, ineligible, or CAGE Code, if applicable: 65G58

contract-based personnel.

Comprehensive Compliance: Delivers audit-ready
lifecycle documentation, identity assurance scoring,
and enforcement analytics.
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NAICS Codes: 541519, 561621, 541512
FedRAMP® Authorized: Moderate Impact Level

FedRAMP® Marketplace:
https:/marketplace.fedramp.gov/products/FR2333756970
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